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Introduction 
Verba provides a complete compliance solution for merchants and service providers who 

accept and/or process payment card data over the telephone. Secure and compliant handling 

of a customer’s credit card information is vital for these organizations. 

The payment industry is self-regulated, using mandatory practices defined in the Payment 

Card Industry Data Security Standard (PCI DSS) defined by the Payment Card Industry Security 

Standards Council (PCI SSC). 

PCI DSS includes both technical and operational requirements that help organizations prevent 

credit card fraud, mitigate risks of security breaches and other threats. PCI DSS applies to all 

organizations that store, process or transmit cardholder data and are enforced by the PCI SSC 

founding members: Visa Inc., American Express, Discover Financial Services, JCB International 

and MasterCard Worldwide. 

Non-compliant organizations, who maintain a relationship with one or more of the card 

brands, either directly or through an acquirer, risk losing their ability to process credit card 

payments, are audited and/or fined. In-scope companies must validate their compliance 

annually. 

Since your call recording solution stores customer information it is key that the solution you 

select provides the right framework that is compliant with PCI DSS requirements. 
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PCI DSS requirements 

The current version of the standard specifies 12 requirements for compliance, organized into 

6 logically related groups, which are called control objectives. 

Build and maintain a 

secure network 

1. Install and maintain a firewall configuration to protect 

cardholder data 

2. Do not use vendor-supplied defaults for system passwords and 

other security parameters 

Protect cardholder data 3. Protect stored cardholder data 

4. Encrypt transmission of cardholder data across open, public 

networks 

Maintain a vulnerability 

management program 

5. Use and regularly update anti-virus software or programs 

6. Develop and maintain secure systems and applications 

Implement strong access 

control measures 

7. Restrict access to cardholder data by business need to know 

8. Assign a unique ID to each person with computer access 

9. Restrict physical access to cardholder data 

Regularly monitor and 

test networks 

10. Track and monitor all access to network resources and 

cardholder data 

11. Regularly test security systems and processes 

Maintain an information 

security policy 

12. Maintain a policy that addresses information security for all 

personnel 

 

The following table gives a summary of the PCI DSS guidelines for different data elements: 

 

Data Element 

Storage 

Permitted 

Render Stored 

Account Data 

unreadable per 

Requirement 3.4 

A
cc

o
u

n
t 

D
a
ta

 

Cardholder 

Data 

Primary Account Number (PAN) Yes Yes 

Cardholder Name Yes No 

Service Code Yes No 

Expiration Date Yes No 

Sensitive 

Authentication 

Data 

Full Magnetic Stripe Data No Cannot store 

CAV2/CVC2/CVV2/CID No Cannot store 

PIN/PIN Block No Cannot store 
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Call recording and PCI DSS 

The PCI Security Standards Council provides additional call recording related guidance in the 

Information Supplement: Protecting Telephone-based Payment Card Data document which 

accompanies the PCI DSS 2.0 standard. Please refer to that document as a primary source, 

here we are providing a brief summary. 

The document helps resolve the conflict between call recording related finance sector 

regulations and the PCI DSS requirements. While regulatory bodies requires some companies 

to record and store all telephone conversations of certain operations, those phone calls might 

contain card information that must not be stored under PCI DSS. 

Three- or four-digit card verification code or value printed on the card (CVV2, CVC2, CID, or 

CAV2) cannot be retained after authorization and full primary account numbers (PANs) 

cannot be kept without further protection measures. It is a violation of PCI DSS Requirement 

3.2 to store any sensitive authentication data, including card validation codes and values after 

authorization even if it is encrypted. 

The PCI SSC document provides an assessment flowchart that details the decision process that 

can lead to the proper resolution of the situation. Here is a short version of the decision flow: 

1. If available, use technology to prevent Sensitive Authentication Data (SAD) from 

being recorded 

2. If not able to prevent recording, if available, use technology to securely delete SAD 

3. If not able to delete, document a legitimate reason why SAD cannot be removed, 

perform a risk assessment and put controls in place to ensure that SAD cannot be 

queried and is protected 

The Verba solution provides facilities to fulfill the requirements already in the first step by 

preventing the recording of SAD. 

 

If you record calls where payment card details are received and the calls contain Sensitive 

Authentication Data (SAD), you shall make effort to remove all collected SAD from your 

recording or if such efforts are not possible the call data must not be queriable and shall 

be protected in accordance with the PCI DSS. 

 

The Verba Recording System has all the features required to be compliant with the 

standards and provides facilities to either completely remove or protect SAD. In the 

upcoming chapter, we show you one by one how the Verba Recording System can help 

you to comply with each PCI DSS requirement. 

 

 

For detailed PCI DSS information, please refer to: 

https://www.pcisecuritystandards.org 

https://www.pcisecuritystandards.org/documents/protecting_telephone-

based_payment_card_data.pdf 

https://www.pcisecuritystandards.org/documents/protecting_telephone-based_payment_card_data.pdf
https://www.pcisecuritystandards.org/
https://www.pcisecuritystandards.org/documents/protecting_telephone-based_payment_card_data.pdf
https://www.pcisecuritystandards.org/documents/protecting_telephone-based_payment_card_data.pdf
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Addressing all PCI DSS requirements with Verba 

Install and maintain a firewall configuration to protect cardholder data 

Verba Recording System components are using secure channels to communicate with each 

other over the network. Our documentation contains all necessary firewall configuration 

needed to further secure the solution. All communication channels are secured using industry 

standard encryption technologies like AES, SSL, and RSA. 

Do not use vendor-supplied defaults for system passwords and other 

security parameter 

The system allows changing all default passwords shipped with the system and the installation 

procedure encourages the user to change those. 

Protect stored cardholder data 

PCI DSS strongly recommends the prevention of storing card holder data in recorded phone 

conversations. However, there can still be cases, when cardholder data is recorded and stored. 

3.1 Keep cardholder data storage to a minimum by implementing data retention and 

disposal policies, procedures and processes, as follows.  

The built-in storage policy module in Verba Recording System allows for the creation of 

automatically executed rules specifying how long a particular call is retained based on the 

business requirement for the specific call type. 

3.2 Do not store sensitive authentication data after authorization (even if encrypted). 

The Verba Recording System offers mute/unmute API commands both for audio and screen 

recording to prevent the recording of sensitive information. These API calls can be called by 

contact center applications to mute conversations and black-out screens in recordings for a 

certain period of time. These HTTP APIs are built to make it simple to integrate with the 

solution while ensuring security. 

3.4 Render PAN unreadable anywhere it is stored 

In order to prevent unauthorized access to recording on file system level, Verba Recording 

System applies encryption for each recorded audio/video file. Without using the Verba user 

interface with proper authorization and full audit trail, nobody can play back any recording 

from the recording server. Verba Recording System uses the industry standard 2048 bit RSA 

(Rivest, Shamir and Adleman) and 256 bit AES (Advanced Encryption Standard) technology.  

3.5 Protect any keys used to secure cardholder data against disclosure and misuse. 

All keys, used to encrypt media files are stored in an encrypted format. Only services, 

accessing the encrypted media, have access to these keys. 

1 
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3.6 Fully document and implement all key-management processes and procedures for 

cryptographic keys used for encryption of cardholder data. 

The system provides a key management interface, where administrators can control all aspects 

of encryption keys, including, but not limited to: issuing, revoking and exporting them. 

Encrypt transmission of cardholder data across open, public network 

Verba Recording System utilizes industry standard encryption techniques to secure the 

communication channels between the system components and clients. It uses SSL, TLS and 

SSH. When encrypted media is being played back, the communications channel between the 

server and the playback computer is secured using HTTPS. 

Use and regularly update anti-virus software or programs 

Verba Recording System runs on standard Window Server operating system, supports all 

major anti-virus solutions and our documentation provides configuration recommendations. 

Develop and maintain secure systems and applications 

Verba Technologies provides continuous support for all deployed systems across the full 

product lifecycle and frequently issues updates and patches including security fixes. Verba is 

using security conscious internal development guidelines to ensure that our systems are well 

protected against malicious attacks and other security vulnerabilities. All our system 

components are regularly tested using security tools against known flaws including, but not 

limited to SQL injection, buffer overflow, insecure storage, improper error handling, cross-site 

scripting, improper direct URL access and brute force attacks. 

Restrict access to cardholder data by business need to know 

Verba Recording System applies a sophisticated access control mechanism to ensure that your 

users will access only those calls that they should access and that all this is properly audited. 

The user authorization concept controls activities within the web application. User 

authorization is based on two key concepts: segregation of duties and activity-level controls. 

In the Verba Recording System, groups can be defined in order to control user access to 

recordings. Superior-subordinate relationships allow superiors to access their subordinates’ 

calls. User rights allow the control of available functions (such as play and download) on a per 

user basis to further segregate roles and responsibilities. 

The solution provides a call sharing facility that allows users to delegate access of specific 

phone calls to other users without ever downloading the call from the recording system. All 

activity stays within the security perimeter of the system and is audited. 
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Assign a unique ID to each person with computer access 

The Verba Recording System provides facilities to provide a separate user ID to each user of 

the system. All user accounts have validity periods (start and end date) and can also be locked 

to suspend access. Multiple unsuccessful login attempts can also result in a locked user 

account according to the rules set by the system administrator. All user events are audited. 

 

Users can login using authentication credentials or Single Sign On technologies that allow 

two-factor authentication. Password expiration can be set system wide or on a per user basis. 

Password policy rules can be configured with many options (expiration length in days, 

password history check with length, minimum password length, must include capital letter, 

must include special character, and must include numeric character). 

Restrict physical access to cardholder data 

These requirements apply to general physical access control safeguards and mechanisms. 

Using media file encryption can also help to protect recordings. 

Track and monitor all access to network resources and cardholder data 

Verba Recording System provides detailed activity logging in two major areas: configuration 

changes (adding or changing user accounts, groups, extensions, server settings etc.) and user 

activity (login/logout/search/playback/downloads etc.). 

Every change record captures the activity, the user ID, the event date/time, the object ID and 

field(s) with old and new values. This feature cannot be deactivated. 

Regularly test security systems and processes 

The Verba Recording System went through numerous third party security audits mostly at our 

finance sector customers in the last ten years. We recommend that you also regularly test the 

Verba servers against vulnerabilities, open ports, operating system or missing 3rd party 

software patches, etc. The periodic checks should also contain the review of system logs and 

audit trails to identify potential issues such as expired user accounts, misconfiguration, etc. 

Maintain a policy that addresses information security for all personnel 

While you are documenting your policies, training your staff and putting organizational 

safeguards in place, the Verba Recording System will help you automatically enforce storage 

and access control policies related to your recordings. This ways you lower the risks related to 

human factors. 
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Contact us at verba.com to learn more about Verba. 

 

 

Headquarters  

180 Main Street, Suite 2100 

Hackensack, New Jersey 07601 

USA   

T: 1 888 90 VERBA 

EU Nordic 

Solna strandväg 78 

Solna 17154 

Sweden 

T: +46 84030 9616 

EU Central 

Petzval J. u. 6. 

Budapest 1115 

Hungary 

T: +36 30 748 2720 
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